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1 INTRODUCTION 

1.1 BACKGROUND 

It is imperative that in today’s golden age of the Internet that businesses secure their network. 

Many large hacks or data breaches have crippled companies to even bankruptcy, through 

lawsuits and lack in customers, simply because they didn’t secure their network properly. With 

so much on the line, a secure network is the most important aspect on any business that uses 

the internet. 

ACME Inc. has given us the task of fully mapping and test the security of each device on their 

network, after their last network manager left without leaving much documentation. To aid our 

investigation ACME Inc. have provided a Kali Linux machine with the needed tools to complete 

our task.  

 

 

1.2 AIM 

The aim of this report is to effectively map and exploit each device on the ACME Inc. network with 

sufficient detail to allow replication of work. To grasp the scope of the network a subnet table will be 

produced showing the IP range, broadcast address and network address. Each exploit will be explained 

with recommendations on how to patch each exploit so that the network can become secure. To conclude 

a critical evaluation of the network will be conducted, aiming to explain the positives and negatives of the 

network and what can be added to improve it.  
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2 PROCEDURE AND RESULTS 
 

2.1 NETWORK MAPPING 

2.1.1 Finding the first router 

 
Figure 1: ifconfig on 192.168.0.200 

An initial ifconfig shows that the IP address of this PC is 192.168.0.200, the subnet mask is 
255.255.255.224 and the broadcast address is 192.168.0.223. 
Using a subnet table and the broadcast address the magic number was found, being 32. Using 
the magic number, the network address was found being 192.168.0.192. 
An NMAP scan was conducted on the network address (192.168.0.192). 

 
Figure 2: NMAP scan on 192.168.0.192 
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Figure 3: Results for 192.168.0.192 part 1 

 
Figure 4: Results for 192.168.0.192 part 2 

 
The figure 3 shows the first section of the scan that shows the IP address of 192.168.0.193 and 
that it is a router which was then browsed to using Firefox. This also reveals two other hosts, 
being 192.168.0.210 which is a workstation and 192.168.0.203, which gave no information.  
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Figure 5: VyOS website for 192.168.0.193 

From this visit it is clear that the router is a VyOS router as seen in figure 5, an attempt was made 
to SSH into the router since it was enables on port 22. 
 

 
Figure 6: SSH into 192.168.0.193 

From searching online, the default password was found and used in an SSH command, being a 
username of “vyos” and a password of “vyos”. 
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Figure 7: Show IP route inside 192.168.0.193 

Now that access to the router had been acquired a show IP route command was used to find 
other connections to further explore.  

 
Figure 8: show interfaces inside 192.168.0.193 

Figure 8 shows all the interfaces of the router, from this an interface with an IP address of 
172.16.221.16/24 can be seen, and from the show IP route command it is clear that it leads to 
172.16.221.0/24.  
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2.1.2 Finding 172.16.221.16 

 
An NMAP scan was conducted on 172.16.221.0/24 which revealed the IP address 
172.16.221.237, which has apache running on some ports. This address was visited in Firefox, 
revealing it as webserver, as seen in figure 10.  
 

 
Figure 9: NMAP scan on 172.16.221.0 

 
Figure 10: Web interface of 172.16.221.237 
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2.1.3 Finding the Second Router 

From the previous “show interface” it is clear that eth0 is being use to connect PCs (including the 
kali machine of 192.168.0.200) whilst eth2 is being used to connect the web server 
(172.16.221.237). The only remaining Ethernet cable was eth1 (192.168.0.225/30), so an NMAP 
scan was ran against it.  

 
Figure 11: NMAP scan for 192.168.0.225 

Figure 11 revealed 192.168.0.226, which was identified as a router, the address was searched in 
Firefox to confirm this showing it was also a VyOS router. 
 

 
Figure 12: VyOS website  for 192.168.0.226 
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Figure 13: Telnet into 192.168.0.226 

Telnet was used to gain access to 192.168.0.226 since SSH was not available. The default 
username and password also worked allowing access to the router. 

 
Figure 14: show IP route inside 192.168.0.226 
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Figure 15: show interfaces inside 192.168.0.226 

Show interfaces revealed more IP addresses. The Ethernet cables also gave two options, being 
192.168.0.33/39 (eth1) and 192.168.0.229/30 (eth2).  
 
 
 

2.1.4 Finding 192.168.0.34 and 13.13.13.13 

 
Figure 16: NMAP scan on 192.168.0.34 

An NMAP scan was conducted on 192.168.0.34, since 192.168.0.33 only brought up the interface 
for the second router. Figure 16 shows the .34 workstation, later on in the Networking 
exploitation section the workstation was accessed. Checking the history on 192.168.0.34 
revealed a ping attempt on an IP address of 13.13.13.13 as seen figure 17. 
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Figure 17: 192.168.0.34 history 

An ifconfig was also ran inside the 192.168.0.34 workstation which revealed 13.13.13.12 

 
Figure 18: ifconfig inside 192.168.0.34 

An ARP scan was also ran which confirms the existence of 13.13.13.13. 

 

Figure 19: ARP scan inside 192.168.0.34 

Normal methods could not access the 13.13.13.13 as it was unreachable, so a tunnel was set up 
from the Kali machine to 13.13.13.12. After that a SSH login vulnerability was used against the 
.13 address which reveal a password of “!gatvol” that was used to login via SSH as seen in figure 
20. 

 
Figure 20: SSH into 13.13.13.13 
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From here an ifconfig scan was run to see if any additional connections were here, it did not 
reveal anything. Full explanation on the exploitation used to access 13.13.13.13 can be found in 
the Networking Mapping section of this report, specifically 2.3.7 Breaking into 192.168.0.34 and 
13.13.13.13. 

 
Figure 21: ifconfig inside 13.13.13.13 
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2.1.5 Finding the Third Router 

 
192.168.0.229/30 indicated that it was connecting to another router due to only two hosts being 
on the subnet, and so was scanned with NMAP, the result can be seen in figure 22. 
 

 
Figure 22: NMAP scan of 192.168.0.229 

Another router was found, being 192.168.0.230/30, this was then accessed with telnet which was 
available on route 23. 

 
Figure 23: Telnet into 192.168.0.230 
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Figure 24: show IP route inside 192.168.0.230 

From figure 24 the address of 192.168.0.240 can be seen to be accessed through 192.168.0.234.  

 
Figure 25: show interfaces inside 192.168.0.230 

Show interfaces reveals the interfaces of the router, an NMAP scan was ran against 
192.168.0.234 first, however this was blocked, suggesting that the interface leads to a firewall.  
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2.1.6 Finding 192.168.0.130 

The show interface command seen in figure 25 revealed the IP address of 192.168.0.129, this was 
then scanned with NMAP. This scan revealed 192.168.0.130 as seen in figure 26. 

 
Figure 26: NMAP scan on 192.168.0.129 

 

2.1.7 Finding the Firewall and 192.168.0.242 

The firewall posed a problem as it blocked certain areas of the network off, meaning that full 
mapping couldn’t be completed until it was dealt with. From figure 24 an IP address of 
192.168.0.240 was accessible through the firewall, an NMAP scan was conducted on it. This 
revealed 192.168.0.242 which could get through the firewall. 

 
Figure 27: NMAP scan on 192.168.0.240 
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Throughout the exploitation phase access to the firewall was achieved, including the interfaces 
of the firewall. From figure 28 a new interface can be seen of 192.168.0.98 

 
Figure 28: Interfaces for Firewall 
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2.1.8 Finding the Fourth router 

 
Figure 29: NMAP scan on 192.168.0.98 

An NMAP scan was conducted on 192.168.0.98/30, it revealed a new router being 192.168.0.97. Telnet 

was used to log into this router, the default username and password was also being used on this router. 

 

Figure 30: Telnet into 192.168.0.97 
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Figure 31: show IP route inside 192.168.0.97 

 
Figure 32: show interfaces inside 192.168.0.97 

A show IP route and show interfaces were conducted within 192.168.0.97, this revealed 192.168.0.65 

interface which was then scanned. Figure 33 reveals 192.168.0.66, which was found to be the last 

workstation, meaning the network was fully mapped. 

 

Figure 33: NMAP scan on 192.168.0.66 
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2.2 NETWORK MAP AND SUBNET TABLE 

 
 
 

 

Full subnet calculations can be found in APPENDIX A.  
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Network Address Host Addresses Broadcast Address Network Mask Subnet Mask 

192.168.0.32 192.168.0.33 
to 

192.168.0.62 

192.168.0.63 255.255.255.224 /27 

192.168.0.64 192.168.0.65 
to 

192.168.0.94 

192.168.0.95 255.255.255.224 /27 

192.168.0.96 192.168.0.97 
to 

192.168.0.126 

192.168.0.127 255.255.255.224 /27 

192.168.0.128 192.168.0.129 
to 

192.168.0.158 

192.168.0.159 255.255.255.224 /27 

192.168.0.192 192.168.0.193 
to 

192.168.0.222 

192.168.0.223 255.255.255.224 /27 

192.168.0.224 192.168.0.225 
to 

192.168.0.226 

192.168.0.227 255.255.255.252 /30 

192.168.0.228 192.168.0.229 
to 

192.168.0.230 

192.168.0.231 255.255.255.252 /30 

192.168.0.232 192.168.0.233 
to 

192.168.0.234 

192.168.0.235 255.255.255.252 /30 

192.168.0.240 192.168.0.241 
to 

192.168.0.242 

192.168.0.243 255.255.255.252 /30 

172.16.221.0 172.16.221.1 
to 

172.16.221.254 

172.16.221.255 255.255.255.0 /24 

13.13.13.0 13.13.13.1 to 
13.13.13.254 

13.13.13.255 255.255.255.0 /24 
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2.3 NETWORK EXPLOITATION  

2.3.1 Breaking into 192.168.0.210 

 

Figure 34: mounting 192.168.0.210 

192.168.0.210 was mounted to the kali machine as shown in figure 34. Once here the files for 

passwords were copied to the kali desktop and unshadowed into a file. The John command was 

then used to crack these passwords; from the cracking a password of “plums” was revealed and 

that it was an “xadmin” account. 

 

Figure 35: John cracking 192.168.0.210 passwords 

An NMAP scan was conducted against 192.168.0.210, showing that port 22 was open with SSH, 

which was used to login to the workstation. 

 

Figure 36: SSH into 192.168.0.210 
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2.3.2 Countermeasure for 192.168.0.210 

This exploit would have failed if the NFS policy was stricter on file access. If essential files like the passwd 

and shadow files were unavailable from a mounted version, then the password for xadmin would be safe. 

It is recommended that these files are made unavailable for mounted versions of this workstation. The 

password was also far too weak, being a simple word that was cracked in seconds. Passwords to accounts 

can easily be changed with the “passwd” command, which is highly recommended. 

 

 

 

2.3.3 Breaking into 192.168.0.203 

An initial NMAP scan was ran against the 192.168.0.203 which revealed nothing. A UDP NMAP 

scan was then ran against it, revealing port 67 open and it was a dhcp server.  

 

Figure 37:UDP scan on 192.168.0.203 
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Figure 38: DHclient on 192.168.0.203 

Dhclient command was used to find out more information about the server showing the range 

from 192.168.0.211 to 192.168.0.203. A python script was used to exhaust the DHCP pool of IP 

addresses  

 

Figure 39: pig.py on eth0 

 

Figure 40: pig.py complete 

After this was completed a rogue DHCP server was to be set up, this was done through 

metasploit. The range of IP addresses were set as the start and end with an appropriate net mask 

and the SRVHOST was set as the Kali machine. 
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Figure 41: msfconsole setting up rogue server 

 

Figure 42: running the rogue server 

The server was then created, however after checking for results the exploit did not seem to work. 

Several times the information was changed for the rogue server however each of these failed. 

2.3.4 Countermeasure to 192.168.0.203 

Although this exploit failed in the second half it still managed to exhaust the IP addresses, this can be 

avoided by having a limit for IP addresses for a single MAC address. However, this is more of an 

inconvenience then a countermeasure since a hacker can always spoof their MAC address.  

2.3.5 Breaking into 172.16.221.237 

 

Figure 43: Nikto scan on 172.16.221.237 

A nikto scan was performed against the webserver, which revealed that it had a WordPress installation 

on it at /wordpress. This URL was then browsed to revealing a home page and from searching online the 
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default admin login was found at /wordpress/wp-admin. Default login credentials were tested against the 

login panel; however, these did not work. 

 

Figure 44: WordPress site and admin page 

A wp scan was ran to try and find the password to the admin account, the following command was used, 

using the password list used by the john command. 

 

Figure 45: Password cracking the WordPress site 

The wp scan found the password to be “zxc123” for the admin account, this allowed access to the 

wordpress admin panel. 

 

Figure 46: WPscan cracked password 

 

Figure 47: Access to the Admin panel 
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A PHP payload was created to upload to the WordPress website using a reverse shell payload. This was 

then copied and edited into an already existing page, for testing purposes it was the header page as it was 

used on every page. The values for the IP address and port were changed to the Kali, the full PHP payload 

can be found in APPENDIX B.  

 

Figure 48: PHP payload 

 

Figure 49: Netcat listener 

A listener was set up on Kali using netcat and then the page was then accessed the message was seen in 

figure 49 was displayed. 

 

Figure 50: Payload working 

Checking on the listener showed that the account “www-data” was logged in.  

 

Figure 51: Listener results 
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The files on the listener were viewed for interesting content, a notable find was the configuration file for 

the WordPress database. This included the password to the database, being “10bTdIVI “as seen in figure 

51. 

 

Figure 52: WordPress Configuration file 

2.3.6 Countermeasures for 172.16.221.237 

This exploit was particularly devastating, but could have been avoided. It is highly recommended that the 

username for the admin account be changed; because currently it leaves the account open to password 

cracks. Without the default username in place these attacks would be a lot harder to conduct, harder still 

if the password was changed to something more complex. It is also recommended that WordPress is 

updated, which can easily be done through the admin page. 

2.3.7 Breaking into 192.168.0.34 and 13.13.13.13 

 

Figure 53: NMAP scan on 192.168.0.34 
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An initial NMAP scan was ran against the server revealing the open ports, including port 22 with 

SSH. An attempt was made to login using the data collected from 192.168.0.210, with a password 

of “plums” the login was successful. 

 

Figure 54: SSH into 192.168.0.34 

An ifconfig command revealed a new ip address, being 13.13.13.12 through Ethernet 1. An arp 

scan was also conducted revealing 13.13.13.13, both IP addresses were scanned with NMAP but 

neither worked.  

 

Figure 55: ifconfig inside 192.168.0.34 

 

Figure 56: ARP scan on 192.168.0.34 
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Figure 57: History check on 192.168.0.34 

To access 13.13.13.13 a tunnel needed to be created to 13.13.13.12, so the sshd_config files were 

edited to allow Root Login and allow Tunnels. First however root access was needed, so since 

xadmin had super user privileges, so since the password for root was unknown it was changed, 

now root access had been acquired.  

 

Figure 58: Changing root password on 192.168.0.34 

 

Figure 59: Allowing tunneling on 192.168.0.34 

Now 192.168.0.34 was accessed in root and –w0:0 option for tunnelling. The IP addresses were 

checked to see if the tunnel had been created, which it had. 
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Figure 60: Checking a tunnel had been created on 192.168.0.34 

 

 

Figure 61: Setting up tunnel on 192.168.0.34 

 

Figure 62: Setting up tunnel on Kali machine 

 

Figure 63: Confirming NAT on 192.168.0.34 

The IP addresses were set up on 192.168.0.34 and then on Kali. The tunnel was tested with a ping 

command on Kali side which was successful. 
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Figure 64: Pinging 13.13.13.13 

A ssh_login exploit was used against 13.13.13.13, aiming to find the password for the xadmin 

account using metasploit’s word list.  

 

Figure 65: SSH login exploit set up 
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Figure 66: Running SSH login exploit 

After the process had finished running a password of “!gatvol” was retrieved, and the 

workstation was logged in using SSH. 

 

Figure 67: SSH into 13.13.13.13 

2.3.8 Countermeasures for 192.168.0.34 and 13.13.13.13 

 

Getting into 192.168.0.34 was far too easy, having the same password reused is terrible practise 

and needs to be changed immediately. This can be done through a “passwd” command. Since 

this workstation was easily exploited it allowed access to 13.13.13.13. 

Getting the password to 13.13.13.13 was slightly more difficult, but still could have been avoided. 

The exploit worked by brute forcing the password to the account, if a timeout had been issued 

after too many failed attempts the attack would have failed or been far more complex to pull off.  
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2.3.9 Breaking into 192.168.0.130 

 

Figure 68: Attempted SSH into 192.168.0.130 

Attempting to SSH directly into 192.168.0.130 does not work, however after logging into 

192.168.0.34 a message appears displaying the last login, showing that .130 accessed it. An 

attempt was made to SSH from .34 to .130 and it was successful without the need for a password. 

 

Figure 69: SSH into 192.168.0.130 through 192.168.0.34 

 

2.3.10 Countermeasures for 192.168.0.130 

Allowing entry to 192.168.0.130 only through 192.168.0.34 was an interesting concept, but could 

be improved further. No password was required when logging into .130 from .34, which leaves it 

insecure, as the password for .34 is weak and reused. The sshd_config files should be edited to 

request password from SSH attempts. 
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2.3.11 Breaking into 192.168.0.242 

 

Since 192.168.0.242 was a webserver a nikto scan was performed against it, providing 
information about being vulnerable to a shellshock vulnerability. 

 
Figure 70: Nikto scan on 192.168.0.242 

Metasploit was then used to exploit this vulnerability, first searching for shellshock 
vulnerabilities.  

 
Figure 71: Metasploit shellshock vulnerabilities 

exploit/multi/http/apache_mod_cgi_bash_env_exec 
The exploit above was chosen, as the routers were running apache and it was the most recent 
with the best rank.  
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Figure 72: Shellshock set up 

After the exploit was set, the remote host was set to the target IP address of 192.168.0.242 and 
the target uri was set to /set-cgi/status which was revealed in the nikto scan.  A shell command 
was input giving access to the webserver. 

 
Figure 73: python shell 

A python shell was imported to allow easier access of the files for 192.168.0.242. 

 
Figure 74: SSHD configuration file editing 

Using the shell, the SSHD_config files were editing to allow root access to them. 
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Figure 75: Copying password files to Kali machine 

The files containing password information were copied to the Kali machine, were a wider variety 
of tools were available. 
 

 
Figure 76: Unshadowing and cracking the password 

The files were then unshadowed and cracked using the john command. As seen in figure 75 the root 

password for 192.168.0.242 is apple.  This is further checked with an SSH attempt, seen in figure 76, which 

succeeded.  

 

Figure 77: SSH into 192.168.0.242 

2.3.12 Countermeasures for 192.168.0.242 

 

This exploit involved using a shellshock vulnerability, however if the Apache web server had been updated 

this could have been avoided. This can easily be done by typing sudo apt-get upgrade within 

192.168.0.242. 
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2.3.13 Breaking into the Firewall 

First aspect of setting up the tunnel to 192.168.0.242 was allowing tunnelling either end of the 
tunnel. On the Kali machine and the destination the sshd_config file was edited with Pico, 
allowing root login and tunnelling. The SSH service was then restarted. 
 

 
Figure 78: Editing sshd configuration 

 
192.168.0.242 was then accessed using the “-w0:0” option to allow for tunnelling. The “ip addr” 
command was then used to check either end had set up the tunnel. 

 
Figure 79: Tunneling command for 192.168.0.242 

The IP addresses were set up for either end of the tunnel and a ping command was used to check 
it was working. 
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Figure 82: Editing forwarding file 

The contents of the forwarding file was edited to allow IPv4 routing. A listener was set up on the 
Kali that listened to the other end and then the proxy for Firefox was changed. 

 
Figure 83: Setting up a listener 

Figure 80: setting tunnel on 192.168.0.242

 

Figure 81: setting tunnel on Kali and Ping test 
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Figure 84: Setting up a proxy in Firefox 

Now the login form for the firewall was available to the Kali machine, from looking up online the 
default username and password was found, being “admin” and “pfsense”.  
 
 

 
Figure 85: pfSense login page 
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From the dashboard the interfaces can be seen including the interfaces for the firewall. 

 
Figure 86: Firewall admin panel 

To allow the Kali machine to access the content behind the firewall easily a new rule for the 
firewall was created. This rule allowed any type of traffic to be passed and sent from the Kali 
machine. 

 
Figure 87: Firewall new rule 

 
Within the 3rd router 2 new routes were found, since the firewall was by passable. 192.168.0.64 
was scanned first, which revealed a router, being 192.168.0.65, and 192.168.0.66 which 
appeared to be a pc.  
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Figure 88: NMAP scan on 192.168.0.64/27 

2.3.14 Countermeasures for the firewall 

 

The firewall could have been protected if default credentials were not in use; this can easily be 

changed within the admin panel for the router. 

 

Figure 89: Changing password in firewall 
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2.3.15 Breaking into 192.168.0.66 

 

Figure 90: NMAP scan on 192.168.0.66 and SSH attempt 

An NMAP scan was ran against 192.168.0.66 revealing that SSH was available on port 22, a login 

was attempted but was denied.  

To get past this an attempt was made to authenticate the Kali machine by copying our public key 

to the target. Since no remote login was possible the workstation was mounted to the Kali 

machine. 

 

Figure 91: Mounting 192.168.0.66 
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An RSA certificate was generated on the Kali machine and saved to the default folder. 

 

Figure 92: generating an RSA certificate 

On the mounted .66 a directory was created under the root folder named “.ssh” and the 

“id_rsa.pub” file was copied across into a new file named “authorized_keys”.  

 

Figure 93: Copying the key across 

Now we can ssh into 192.168.0.66 as a root 

 

Figure 94: Successful login with SSH into 192.168.0.66 
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2.3.16 Countermeasure for 192.168.0.66 

This exploit is a little harder to counter, however if files were changed to read only when mounted 

this PC would have been inaccessible. 
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3 DISCUSSION 

3.1 NETWORK DESIGN CRITICAL EVALUATION  

ACME Inc. has a decent network structure; however, some improvements could be made. Some IP ranges 

are not used in the network, being the first 32 IP addresses. These addresses should be assigned to 

something. There could also be a connection from router 1 (router id 1.1.1.1) to router 3 (router id 3.3.3.3) 

to allow backup routes in case of the original route going down. 

SSH key verification was utilized on one of the workstations found in the network, but none of the others, 

this should be implemented on each workstation. It also seemed illogical to put SSH key verification on 

the hardest to reach workstation, instead of the others which were far more at risk. 

NFS was enabled on every workstation, allowing access to all the folders and data from a simple mount 

command. This allowed many exploits, such as stealing password files; if it is truly necessary to the 

network then limitations should be put in place to avoid confidential data being leaked. SNMP was also 

enabled throughout the network, but it needs to be upgraded to version 3 as it offers far more security 

features. 

Telnet was used on many of the machines, whilst SSH was only available on some of them. Telnet ports 

should be disabled and SSH enabled, as it is more secure due to it encrypting data, unlike Telnet. 

Default usernames and passwords were in use on many devices in the network, each router was accessed 

using information that can be found in a simple google search. This is an urgent issue and can be resolved 

incredibly easily by simply changing the password to something more complex. The firewall was also 

accessed using default credentials, which allowed the entire network to be explored, if the credentials 

had been changed the tester would have encountered a road block. The WordPress web server did have 

a different password, which was refreshing; however, the basic username of “admin” was still in use, 

allowing password crackers to simply find what the password was.  

The password policy for the network was abysmal and will need completely changing. Four passwords 

were cracked from the network, most of which were cracked in under a minute. From inspection, these 

passwords were very weak, being basic words like “apple” and “plums” which leaves critical areas of the 

network being incredibly insecure. Passwords need to be a complex mix of letters, numbers and special 

characters, with no words in them to avoid password crackers in the future. Passwords were also reused 

allowing the tester to gain access to machines with little effort, this should not be the case, and passwords 

should be unique to their respective machine.  
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3.2 CONCLUSION 

From this report, the tester has concluded that the network of ACME Inc. needs serious changes before it 

can be put in use again. The network was incredibly vulnerable with poor configuration in places, a 

complete overhaul or rework should be conducted, aiming for a secure network. Without this ACME Inc. 

risks their data and machines being used maliciously, which can lead to untold damage. 
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APPENDICES PART 1 

APPENDIX A – SUBNET CALCULATIONS 

192.168.0.32 

192.168.0.32 = 11000000.10101000.00000000.00100000 

255.255.255.224 = 11111111.11111111.11111111.11100000 

32 – 5 = 27 

Subnet address =11000000.10101000.00000000.00100000 & 11111111.11111111.11111111.11100000 

Subnet address = 192.168.0.32/27 

 

192.168.0.64 

192.168.0.64 = 11000000.10101000.00000000.01000000 

255.255.255.224 = 11111111.11111111.11111111.11100000 

32 – 5 = 27 

Subnet address =11000000.10101000.00000000.01000000 & 11111111.11111111.11111111.11100000 

Subnet address = 192.168.0.64/27 

 

192.168.0.96 

192.168.0.96 = 11000000.10101000.00000000.01100000 

255.255.255.224 = 11111111.11111111.11111111.11100000 

32 – 5 = 27 

Subnet address =11000000.10101000.00000000.01100000 & 11111111.11111111.11111111.11100000 

Subnet address = 192.168.0.96/27 
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192.168.0.128 

192.168.0.128 = 11000000.10101000.00000000.10000000 

255.255.255.224 = 11111111.11111111.11111111.11100000 

32 – 5 = 27 

Subnet address =11000000.10101000.00000000.10000000 & 11111111.11111111.11111111.11100000 

Subnet address = 192.168.0.128/27 

 

128.168.0.192 

192.168.0.192 = 11000000.10101000.00000000.11000000 

255.255.255.224 = 11111111.11111111.11111111.11100000 

32 – 5 = 27 

Subnet address =11000000.10101000.00000000.11000000 & 11111111.11111111.11111111.11100000 

Subnet address = 192.168.0.192/27 

 

192.168.0.224 

192.168.0.224 = 11000000.10101000.00000000.11100000 

255.255.255.252 = 11111111.11111111.11111111.11111100 

32 – 2 = 30 

Subnet address =11000000.10101000.00000000.11100000 & 11111111.11111111.11111111.11111100 

Subnet address = 192.168.0.224/30 

 

192.168.0.228 

192.168.0.224 = 11000000.10101000.00000000. 11100100 

255.255.255.252 = 11111111.11111111.11111111.11111100 

32 – 2 = 30 

Subnet address =11000000.10101000.00000000.11100100 & 11111111.11111111.11111111.11111100 

Subnet address = 192.168.0.228/30 
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192.168.0.232 

192.168.0.224 = 11000000.10101000.00000000. 11101000 

255.255.255.252 = 11111111.11111111.11111111.11111100 

32 – 2 = 30 

Subnet address =11000000.10101000.00000000.11101000 & 11111111.11111111.11111111.11111100 

Subnet address = 192.168.0.232/30 

 

192.168.0.240 

192.168.0.224 = 11000000.10101000.00000000. 11110000 

255.255.255.252 = 11111111.11111111.11111111.11111100 

32 – 2 = 30 

Subnet address =11000000.10101000.00000000.11110000 & 11111111.11111111.11111111.11111100 

Subnet address = 192.168.0.240/30 

 

172.16.221.0 

172.16.221.0 = 10101100. 00010000.11011101.00000000 

255.255.255.0 = 11111111.11111111.11111111.00000000 

32 – 8 = 24 

Subnet address = 10101100. 00010000.11011101.00000000 & 11111111.11111111.11111111.00000000 

Subnet address = 172.16.221.0/24 

 

13.13.13.13 

13.13.13.13 = 00001101. 00001101. 00001101. 00001101 

255.255.255.0 = 11111111.11111111.11111111.00000000 

32 – 8 = 24 

Subnet address = 10101100. 00010000.11011101.00000000 & 11111111.11111111.11111111.00000000 

Subnet address = 13.13.13.13/24 
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APPENDIX B – PHP REVERSE SHELL 

   

 



51 | P a g e  
 

 



52 | P a g e  
 

 



53 | P a g e  
 

 



54 | P a g e  
 

 

 
 

 

 

 

 


